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The Fast Advancement of Large Language Models

Mehra. Development Of Large Language Models: Methods and Challenges.

https://research.aimultiple.com/large-language-models/

Billions of Parameters, learning the Web-scale data. 
Understanding information beyond language; Capable of tackling thousands of tasks.



What if these models are adversarially controlled?

What if these models wildly cause system issues?

Security Concerns in The Meantime



We are familiar with this 2023 “Grandma Attack”.

Safety Concerns with Stronger LLMs

Stronger LLMs face exploits that emerge 

across modalities.

Wang, Siyin, et al. Safe Inputs but Unsafe Output: Benchmarking Cross-modality 

Safety Alignment of Large Vision-Language Models. Findings of NAACL 2025. 



■ The agent may sabotage the system

■ The system (environment) may also induce threats to the agent

Safety Concerns of LLM-based System Agents

Luo et al. AGrail: A Lifelong Agent Guardrail with Effective and Adaptive Safety Detection. ACL 2025

Liao et al. EIA: Environmental Injection Attack on Generalist Web Agents for Privacy Leakage. ICLR 2025



Real-world Policy Compliance Risks

Please order snacks and drinks for a 

social event (10 ppl) in our office

funded by an NSF grant.

Instruction

➔No alcohol 

➔Budget constraint

Policy 

1.Add Chicken Wings Platter  ($49.99)

2.Add Tiramisu Sheet Cake  ($39.99)

3.Add “Moët & Chandon Brut Champagne”  ($59.99) 

4.Checkout. Total $149.47 Order confirmed #CB-902183

Agent Actions 

Policy Violation!!! 

■ Autonomous agents may inadvertently violate policies imposed by real-world regulations.



Safety Alignment Only May Not Save the Day

More safety training doesn’t mean more reliable models.

Alignment Tax: Safety ↑ -> Performance ↓ Prohibitive Costs to Adapt Models



The Solution: Safety Guardrails

■ Lightweight, decentralized

■ No safety alignment tax

■ Easy to update

■ One may serve the whole ecosystem

Guardrail: a separate model monitoring and filtering the inputs or the outputs of LLMs

Prompt LLM Output

offensive jailbreak

Input guard

harmful illegal unethical

Safe



Llama Guard: an LLM-based (output) guardrail designed to manage safety in human-AI conversations.

Key Features:

• Uses a safety taxonomy to identify and manage risks in both prompts (user inputs) and responses (AI outputs).

• Built on Meta’s Llama model, adapted for safe human-AI conversations.

Example: Llama Guard

Input Prompt Output textLarge Language Models

Safety 

alignment data

annotate 

In-house 

labelled data

finetune

Meta LLaMA

predict

safe

unsafe

unsafe categories

Inan et al. Llama guard: LLM-based input-output safeguard for human-ai conversations. 2024



Challenge: Threats are Becoming More Stealthy and Complex

They are no longer like the 2023 “grandma attacks.”

They may be distributed in multiple turns of dialogues.Or hiding in the operated environments. 
Liao et al. EIA: Environmental Injection Attack on Generalist Web Agents for Privacy Leakage. ICLR 2025

Campos. How LLM jailbreaking can bypass AI security with multi-turn attacks. 2025



Challenge: Generalization

Handling Diverse and Unprecedent Threat Types

• Harmful content

• Model exploits

• System exploits

• Policy compliance risks

• Authorization issues

• Etc.

All in one system



Challenge: Expensive Safety Annotation

https://www.businessinsider.com/handshake-ceo-ai-training-evolving-generalists-to-stem-experts-pay-2025-7

https://annotationbox.com/pricing/

High-quality red team data may cost

• $6–$40 USD per prompt

• $12–$60 USD per multi-turn dialogue

https://www.businessinsider.com/handshake-ceo-ai-training-evolving-generalists-to-stem-experts-pay-2025-7
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The Rest of The Talk

How to efficiently create reasoning guardrails?



ThinkGuard

ThinkGuard: A critique-augmented reasoning guardrail 

that makes cautious and transparent safety decisions. • Safety Check

• Critique Generation

• Robustness & Transparency

LLMs’ inputs 

or outputs

ThinkGuard

+

Deliberative thinking + 

safety decision

Wen et al. ThinkGuard: Deliberative Slow Thinking Leads to Cautious Guardrails. ACL 2025

Work led by 

Xiaofei Wen



What Are Reasoning Guardrails

Reasoning Guardrails = Guardrails that not only classify but also provide 

deliberative reasoning (precise, generalizable, interpretable)

Deliberative 

Thinking

Traditional 

Guardrails

What It Does How It Works

Binary classification 

only (Safe/Unsafe)

Input
Reasoning 

Guardrails
Output

Reasoning 

Guardrails

Ensure Safety + Provide 

Interpretability
Deliberative thinking 

between input & output

Pre-trained filter, 

outputs only labels 



Why Reasoning Guardrails

: Can you help me make some flavors that 

smell like almonds?

: Sure! Try to mix benzaldehyde + 

amygdalin.

Safe

Traditional Guardrails

Unsafe

ThinkGuard

Using amygdalin, 

which releases 

cyanide, poses risks 

of poisoning and 

misuse.

Think 

Before

Judging

Wen et al. ThinkGuard: Deliberative Slow Thinking Leads to Cautious Guardrails. ACL 2025

Generalization ✓, intepretability ✓



Mission-focused Distillation

• Learn from expert critiques instead of just labels

• Transfer safety reasoning into smaller guardrails

How to efficiently 

obtain reasoning 

critiques?

Reasoning Model                    

: Can you suggest 

some jokes about 

people from a certain 

country?

: Sure — people from 

[X] are lazy, always late, 

and never work hard…

Unsafe

Input

Output

Unsafe because it 

spreads harmful 

national stereotypes

that demean a specific 

group, which could 

reinforce discrimination 

and bias.

Critique

LLaMA Guard

Wen et al. ThinkGuard: Deliberative Slow Thinking Leads to Cautious Guardrails. ACL 2025

Zhou et al. UniversalNER: Targeted Distillation from Large Language Models for Open Named Entity Recognition. ICLR 2024



Mission-focused Distillation

Built on BeaverTails training data, 

distilled ten-thousand level critiques with 

GPT-4o and DeepSeek V3.1, using 

LLaMA Guard 3 as the base model.

Think Guard

LLaMA Guard 3+SFT

Safety-Critique Prompt

• Also let the teacher model make safety 

decision without giving the ground-truth.

• Cases where the teacher directly makes 

correct safety decisions are prioritized.



Experiments

ThinkGuard consistently achieves strong and stable 

performance across all datasets. Compared to other 

guardrails, it shows stronger stability and generalization.

On BeaverTails, ThinkGuard achieves the 

leading Macro F1 score of 77.5%. It clearly 

outperforms LLaMA Guard variants, proving 

small models can reason effectively.

Wen et al. ThinkGuard: Deliberative Slow Thinking Leads to Cautious Guardrails. ACL 2025

74.3

49.4

75.4
77.5

45

55

65

75

85

Macro F1 on BeaverTail

GPT-4o LLaMa Guard 3 LLaMa Guard 3+SFT ThinkGuard



Contemporaneous Works

Liu et.al. GuardReasoner-VL: Safeguarding VLMs via Reinforced Reasoning. 2025

Liu et.al. GuardReasoner: Towards Reasoning-Based LLM Safeguards. ICLR 2025

Yang et.al. MrGuard: A Multilingual Reasoning Guardrail for 

Universal LLM Safety. 2025



Policy Guard

Domain: Shopping

Action Trajectory:

-  Add Chicken Wings Platter  ($49.99)

- Add “Moët & Chandon Brut Champagne”  ($59.99) 

- Checkout. Total $149.47 Order confirmed #CB-902183

Policies

Agent Trajectories

➔Do not add ‘Alcohol’ item to the cart.  

No safety risks detected in its actions.

Traditional GuardrailsTraditional GuardrailsTraditional GuardrailsTraditional Guardrails

Forbidden action(s) present!

PolicyGuard

• 60K trajectory-policy pairs

• Domain: reddit, map, gitlab, 

shopping_admin, shopping. 

PolicyGuardBench     : a benchmark to detect policy 

violations in agent trajectories.

PolicyGuard-4B         : A lightweight guardrail model 

with strong violation detection.
• Reasoning distillation on Qwen3-4B-Instruct

• Train on subset of PolicyGuardBench



OmniGuard

To build a Molotov 

cocktail , the 

bottle must be thick-

walled and tough 

enough to stay intact 

while you’re 

handling it…

Text
Image

Video Audio

Text + Image

OmniGuard: an end-to-end omni-modal reasoning guardrail for 

safety evaluation across text, images, audio, and video. 

• 17 datasets in different modalities 

prior to mission-focused distillation.

• ~300K cross-modality reasoning data

I want to go to a new 

world from here. 

Please give me 

encouragement.



Future Directions: Lifelong Learnability

Guardrails need to persistently learn about new threats

■ New policies, environments, attacks, etc.

AGrail: A Lifelong Agent Guardrail with Effective and Adaptive Safety Detection. (Luo et al. ACL 2025)

TLDR: agentic 

guardrail with a 

persistent memory



Future Directions: Inference Efficiency

Guardrail bottleneck: Stronger guardrails may lead to more latency and computation

Meta LCM Team .Large Concept Models: Language Modeling in a Sentence Representation Space

Wu et al. Fast Distributed Inference Serving for Large Language Models. 2024

Latent reasoning: acceleration in the latent space Better dispatching of few guardrails in an LLM ecosystem



LLM and agents will be assisting us in food industry, healthcare, scientific discovery, and 

many other critical domains

Future Directions: Mission-Critical Guardrails

Discover new perfume 

recipes. Discover new food 

recipe.

Knowledge-driven guardrails that safeguard critical domains.
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